TRACKING PROTECTION: A CASE STUDY

Starting with Technology Before User Needs



BACKGROUND

- Firefox promotes add-ons like Ghostery in first run experience to its users to
promote importance tracking protection

* Privacy engineering team builds a beta of Tracking Protection which “blocks
HTTP loads at the network level so that ads and tracking technology would
never be exposed to browser users with tracking protection activated while

browsing.”

» Design team is brought in once technology is in beta to figure how to make it
have value for users - initially existing Do Not Track users

- Design team does qualitative research to test Beta version
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BREAKING NEWS

Baltimore

Prosecutor Says
Gray's Death Is

a Homicide

By ALAN BLINDER and RICHARD
PEREZ-PENA 18 minutes ago

Marilyn J. Mosby, the state
attorney of Baltimore, said
Friday that she had probable
cause to file charges against
the police officers in the death
of Freddie Gray, who died
after sustaining a spinal cord
injury while in police custody.

Ally of Christie to
Plead Guilty in
Bridge Scandal

By KATE ZERNIKE and MARC
SANTORA 9:12 AM ET

The exact charges that Gov.
Chris Christie’s ally, David
Wildstein, would plead guilty
to were not immediately clear.
The top federal prosecutor in
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Maria Simon drops off her 4-year-old son, Jack, at school before work.
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Baltimore’s troubles
stem from the
continued profitability of
racism.
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forget.

Woman-Led Firm Lets Partners Be Parents Watching

By NOAM SCHEIBER
At the Geller Law Group, a six-woman firm near Washington, the
founding credo is family-friendliness, and the stance on office

face time is best described as “militantly against.”

= 124 Comments
15m

Some Migrants’ Aim Is to Flee Libya, Not Reach Europe
By JIM YARDLEY

Lawlessness in Libya has unmoored African
laborers who were working there as mlgrants
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Black Culture Is Not the Why Old Nazis Are Still
Problem Useful
By N. D. B. CONNOLLY ‘ By ANNA SAUERBREY

Germans why they can never

- Brooks: The Nature of Poverty
* Krugman: Ideology and

- Opinion on Facebook »

LIVE Baltimore’s chief prosecutor, Marilyn J. Mosby, is

speaking about the Freddie Gray case.
NBC News

Ellen Barry, The Times's South Asia bureau chief, is
answering reader questions on Facebook about the

earthquake in Nepal, rescue efforts and what comes next.
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DIARY STUDY FINDINGS

- What do people think tracking protection is?

* Most participants used more general vocabulary to describe the tangible aspects of tracking, such
as “my likes based on my website visits” (P15) or “what | might be interested in.” (P10) Most
participants were able to describe at least one employer of tracking such as Google, Facebook,
companies that do targeted advertising, and marketing companies.

- What benefits does TP have?

- feeling more secure and private, faster page loading, few ads, less clutter, brings attention to the
iIssue of tracking, relevant for mobile.

- What frustrations does TP bring?

- confusion when targeted ads disappear, first run experience, more discoverable Ul, perceived video
playback issues
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No tracking elements or DNT respected
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By Yara Bayoumy and Mohammed Ghoban SANAA (Reuters) =
Fighters from the Houthi group-battled .. ac
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More games » Sec urce Prosecutors'seek formal'probe
Sponsored Shiite rebels clash with military in Yemen capital for Paris attack suspects

Questions mount over death of Argentine prosecutor

By Hugh Bronstein BUENOS AIRES (Reuters) - The mysterious death of an Argentine
prosecutor just days after he accused the president of directing a cover-up in the
bombing of a Jewish community center two decades earlier has jolted the country with
Reuters

Ukraine says its forces come under attack from Russian troops

By Natalia Zinets and Richard Balmforth KIEV (Reuters) - Ukrainian army units came under attack from
Russian regular forces in eastern Ukraine on Tuesday and heavy fighting was taking place, a Ukrainian
Reuters

U.N. presses for Libya ceasefire to hold

The United Nations on Tuesday called on Libya's warring factions to maintain a cease-
fire agreed as part of U.N.-backed negotiations, amid reports of continued fighting in
parts of the North African country. Four years after a NATO-backed uprising toppled

% Reuters

Alan Gross at State of the Union: Thumb in Cuba's eye or outstretched hand?

When President Obama punctuates his State of the Union address Tuesday with a nod to invited guest
Alan Gross - the contractor jailed in Cuba for five years for taking telecommunications equipment to
Christian Science Monitor

Seth Rogen versus Sarah Palin: Is 'American Sniper' pro-war or patriotic?

Is “American Sniper” a hugely divisive American phenomenon?
Christian Science Monitor

Driving-while-eating citation: Have distracted-driving laws gone too far?

In Marietta, Georgia, Madison Turner of Alabama was enjoying a double Quarter Pounder with cheese
while cruising on a highway. A police officer pulled him over, told Mr. Turner that he witnessed him eat-
Christian Science Monitor

Top Ugandan rebel commander in ICC custody: briefing

Dominic Ongwen, a deputy of Uganda's Lord Resistance Army (LRA), is one of five commanders of the
rebel group, including the ever-elusive Mr. Kony, who are indicted by the court and still at large.. The
Christian Science Monitor
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Latest Videos

Netflix and IBM earnings beat forecasts

Barrel bombs and air raids hit Syrian
cities

Russians dive into ice-cold water to cele-
brate Epi ...

Obama prepares for State of the Union
address

Smelly rain unraveled by scientists
Reuters Videos
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Normally there would be content here.

Firefox is protecting your data from being shared with 15 tracking sites.

34 trackers can’t get your data
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FAILING TO LAUNCH

*Top Issues included:
*uUnknown user value
*what about advertisers/small businesses - are we creating disadvantage’
epartnership with Yahoo!
etechnical stability (does it break too much?)
*User reaction

eaudience size (DNT only?)



QUESTION / THOUGHTS?

agrigas@mozilla.com
Irc: aislinn
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